ioMosaic’

Minimizing risk. Maximizing potential.®

Analyze Safety Integrity Levels
(SIL) Using Fault Trees

An ioMosaic White Paper

ISO 9001 Page 1 of 10 ISO# QMS_7.3_7.4.F08 Rev. 2

© ioMosaic Corporation
Any information contained in this document is copyrighted, proprietary, and confidential in nature belonging exclusively to ioMosaic Corporation.
Any reproduction, circulation, or redistribution is strictly prohibited without explicit written permission of ioMosaic Corporation.



sy rfid iy
<"yt da B

ioMosaic’ L/ i R

Summary

Even before the adoption of ISA-S84.01° as a national standard, safety instrumented systems
(SIS) were used to mitigate the risks of process hazards. With the establishment of the standard,
there is now a framework for defining Safety Integrity Levels (SIL) for such systems and the
associated reliability requirements. However, the standard does not address the topic of how to
determine what SIL category is needed to fill the independent layers of protection (IPL) gap. It
assumes (section 4.2.2) that this analysis is performed prior to applying the principles of the
standard. To insert a divider page before a new chapter, follow the same steps but use the Insert
Divider Page Button. This will also add a new chapter following the divider page.

The IPL gap is usually addressed during a Process Hazard Analysis (PHA) or in a separate
exercise such as Layer of Protection Analysis (LOPA) or Fault Tree Analysis (FTA). All of these
involve some type of risk assessment (typically risk ranking) against established tolerability criteria.
Needless to say, the quality of the IPL gap analysis is very critical to the overall risk mitigation
benefit and implementation cost. As part of the IPL gap analysis for existing plants, it is necessary
to determine the SIL credit afforded by the current SIS IPLs. During the PHA, the tendency is to
err on the conservative side to avoid overstating the credit. By using FTA, it may be possible to
incorporate factors such as functional testing, and to allow the proper credit for existing IPLs.

FTA also has application in establishing the SIL credit for the design of new SISs that are required
to address recommendations from PHAs or that are associated with new or modified plant
projects. FTA is one of the evaluation techniques for which ISA has developed guidelines* to be
used for determining the SIL for Safety Instrumented Functions (SIF).

Because ANSI/ISA-S84.01 is a performance based standard, it provides the designer some
flexibility as to how the required reliability is achieved. Section 6.2.3 of the standard states that the
desired SIL shall be met through a combination of fifteen design considerations that include:
separation, redundancy, failure rates and failure modes, and functional testing interval to mention
a few. Furthermore, Appendix B.15.2 states, “The functional test interval should be selected to
achieve the Safety Integrity Level (SIL).”

The use of functional testing to improve the reliability of interlocks and SISs is a well-established
concept. Some examples of how functional test intervals can be adjusted to obtain equivalent SIL
reliability are presented below. Fault tree analysis can be used to quantify the effect of adopting a
certain functional testing interval on system reliability. Coupling this with cost-benefit analysis
allows the designer to compare initial hardware cost against the ongoing maintenance expense of
the additional functional testing. Furthermore, with voting SISs, FTA can provide insight on how to

set the functional testing interval to obtain the required SIL reliability.
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SIL Evaluation using FTA
SIS Reliability with Different Voting

One use of Fault Tree Analysis is to assess the probability of failure on demand (PFD) of a SIS with
different voting options. An illustrative example is presented below.

Analysis assumptions for Field Sensors with 1002 (one out of two) and 2003 voting:
Base rate for undetected sensor failure is 0.2/yr.

PFDan = 0.2/yr * (1/2)yr = 0.1 for annual testing

PFDsan = 0.2/yr * (0.5/2)yr = 0.05 for semi annual testing

Assume common cause (CC) PFD = 0.01

The fault trees shown in Figures 1 and 2 depict the failure analysis for spurious trip rate (STR) and
probability of failure on demand for the 1002 configuration. Similar trees can be developed for
other XooY arrangements. The STR and PFD results for 1002 and 2003 voting arrangements are
summarized in Table 1.

Table 1: Spurious Trip Rate & Probability of Failure on Demand

Voting Arrangement STR per year PFD
1002 Annual Testing 0.4 0.02
2003 Annual Testing 0.06 0.04
2003 Semi Annual Testing 0.03 0.02

The 2003 voting configuration is superior to 1002 for reducing the STR, but the PFD increases for
the same function testing frequency, because there are more components in the system that can
fail. Reducing the functional-testing interval to 6 months lowers the PFD of the 2003 configuration
to the same level as 1002 with annual testing. Therefore, with voting systems, it may be necessary
to reduce the functional-testing interval to achieve the required SIL reliability.

Use of Functional Test Interval to Obtain Equivalent SIL

The application of fault tree analysis has been shown effective in establishing the relative
frequency of potential incidents associated with base-case and alternative design concepts. The
technique has the versatility to handle equipment and control failures along with human errors.
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Examples of the application of fault tree and reliability analysis for evaluation of safety interlock
systems have been reported. (1@

Since ISA is a performance-based standard, it sets reliability performance requirements, rather
than different integrity levels for an interlock based on configuration such as:

Type 1: Fully redundant
Type 2: Redundant final element
Type 3: No Redundancy

However, it may be possible to achieve a required SIL with lower reliability hardware through
reduction of the test interval (i.e., more frequent testing). The following example demonstrates the
level of analysis that can be applied. The analysis is done on a level interlock consisting of sensors
and final elements. The fault tree logic for the Type 3 level interlock employing a level switch is
shown in Figure 3 for the configuration shown in Figure 4.

By including mission time in the system failure analysis ", the expected unreliability of various
instrumented system configurations can be estimated. The probability that a device fails to
function (unreliability) during a mission is approximately:

r, = At
Where:

A = component failure rate (failures/unit time)

t = mission time
The unreliability of the system connoted by Figure 3 is therefore:
Tu1 = AAt + ABt + Act + ADt

The unreliability relationships of more redundant configurations can be obtained in a similar
manner. Using appropriate component failure rates, the unavailabilities presented in Table 2 were
calculated. As Table 2 illustrates, this provides the decision-maker with a good picture of the
reliability trade-offs for a given mission (testing interval) duration.
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Table 2: Unreliability of Level Interlock Systems with Consideration of Common Cause

Failures

Mission Time Mission Time Unavailability Unavailability Unavailability

(Hours) Type 3 Type 2 Type 1

1 shift 8 0.010% 0.007% 0.005%

1 day 24 0.029% 0.020% 0.016%

1 week 168 0.200% 0.140% 0.110%

1 month 720 0.870% 0.610% 0.490%

1 quarter 2,160 2.610% 1.840% 1.490%

6 months 4,320 5.220% 3.690% 3.030%

1 year 8,760 10.580 7.540% 6.390%

18 months 12,960 15.660% 11.220% 9.780%

2 years 17,5620 21.160% 15.270% 13.720%

This information can also be utilized for determining reliability (availability) for different SIS
configurations (e.g., Type 1 - fully redundant). For example, these data were used to determine
the interlock reliability (1- unavailability) for the three types of level interlock configurations as a
function of functional testing interval (Table 3).

Table 3: Reliability of Different Level Interlock Configurations

Configuration Class Redundancy Test Interval Test Interval SIL
Fully Monthly 99.5 2
Type 1 Quarterly 98.5 1
Annually 93.6 1
Final Element Monthly 99.3 2
Type 2 Quarterly 97.8 1
Annually 90.9 1
None Monthly 99.1 2
Type 3 Quarterly Q7.4 1
Annually 89.4 0

The reliability values account for common mode failures. As seen,

there is a trade-off between

testing frequency, and the advantage gained by selecting the next higher SIL.

Combining these results with the ISA 84.01 SIL reliability requirements below:
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Table 4: Combining Results with the ISA 84.01 SIL

Safety Integrity Level Availability Range, %
1 90 99

2 99 - 99.9

3 99.9 - 99.99

allows the designer to take into account cost-benefit considerations between initial capital cost
and ongoing maintenance cost. For example, a SIL 1 might be achieved using a Type 3
configuration with monthly function testing or a Type 2 configuration with annual testing. Using the
assumptions presented in Table 5, the net present value (NPV) of the ongoing incremental
(oeyond annual testing) maintenance cost for monthly function testing is $24,000. In this case, if
the incremental cost of a SIL 2 SIS is less than that sum, it would be a no-brainer.

Table 5: Cost-Benefit Assumptions

Cost of Funds 7%
Labor Cost (fully loaded) $40/hr
Person hours per test 6 hr
System Life 15 years

Other considerations, such as equipment availability, potential for spurious trips during testing,
and uncertainty about future availability of maintenance labor, could also drive the decision
towards installing the SIL 2 SIS over the system requiring more testing. The benefit of FTA is that it
allows quantification/justification of the tradeoffs and eliminates gut feel and guessing.

This also points out the need to understand what suppliers of SIS hardware have assumed for
period functional testing of the system, to achieve the SIL specified. First, this information is
needed to ensure that the facility’s Mechanical Integrity program is in agreement with the
manufacture’s basis. Second, if the recommended testing interval is annually, it may be possible
to “upgrade” the SIL by more frequent functional testing, at least for the lower safety integrity level
systems.

Because ANSI/ISA 84.01 is a performance-based standard, it allows the designer some latitude
for achieving the required availability. Fault tree analysis, with or without adjustments to account
for mission time, is a useful tool for evaluating different configurations for meeting the SIL required
availability targets or the SIL credit for existing safeguards.
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Figure 1: 1002 Voting - STR
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Figure 2: 1002 Voting PDF — Annual Testing
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Figure 3: No Redundancy
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